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1 EXECUTIVE SUMMARY

Modern commercial and institutional
buildings face significant pressures to
lower operational costs, meet
sustainability goals, enhance occupant
comfort, and optimize maintenance
workflows. Traditional building
management solutions, which often
rely on wired or Wi-Fi-based sensor
1 networks, present considerable
v challenges, including high installation
expenses, poor battery performance,

and significant coverage limitations.

Tk Cormamtion P — R—— Tty ot 2023

58912kWh a $7,069.43 4 2236 kWh ¥ $268.37 7

o
p—
«
s eI e e
;o et s &
¥ e
g

TS——

-
LoRaWAN'

This white paper provides an in-depth exploration of LoRaWAN (Low-Power,
Long-Range Wide-Area Network) as a transformative wireless protocol for
creating scalable and cost-effective smart building ecosystems. We will analyze
the primary business drivers and benefits of adopting LoRaWAN for advanced
facility management. The discussion will cover prevalent industry challenges
and demonstrate how LPWAN technology directly addresses these pain points.

Furthermore, this paper presents a modular network architecture, outlines key
use cases with sensor recommendations, and provides a five-year Return on
Investment (ROI) model comparing LoRaWAN to traditional wired and Wi-Fi
alternatives. By leveraging the best practices for deployment, security, and
system integration detailed within, facility managers and system integrators can
unlock actionable insights from |loT data, reduce operational overhead, and
achieve a significant return on investment.
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2 Market & Industry Challenges
2.1 Fragmented Systems and Data Silos

In many buildings, critical systems such as HVAC, lighting, security access, and
energy meters function on separate, proprietary networks. This fragmentation
creates data silos, making it difficult to get a holistic view of building
performance. Integrating these disparate data streams into a single, unified
dashboard often requires costly middleware or inefficient manual data exports,
leading to delayed and poorly informed decision-making.

2.2 Rising Energy Costs and Sustainability Mandates
Commercial real estate accounts for a substantial portion of global energy
consumption, exceeding 40%. In response, governing bodies and industry
standards organizations have introduced stricter energy performance mandates,
such as those from ASHRAE and LEED, compelling building owners to actively
reduce their carbon footprint and lower utility expenditures.

2.3 High Maintenance and Installation Overhead

The infrastructure for traditional building sensors carries a heavy operational
burden. Wired sensor installations are particularly disruptive and expensive,
requiring trenching, conduit, and dedicated network drops for each device.
While wireless alternatives like Wi-Fi exist, battery-powered Wi-Fi sensors are
known for their short lifespans, necessitating frequent and costly battery
replacements. Both approaches result in high initial capital expenditures
(CapEx) and inflated annual maintenance budgets.

2.4 Scalability and Infrastructure Constraints

Expanding an existing network using technologies like Wi-Fi or Bluetooth Low
Energy (BLE) can introduce significant technical challenges. As more devices
are added, these networks can suffer from radio channel congestion and may
require additional controllers or access points, placing a strain on IT resources
and budgets. Consequently, many facilities lack the necessary infrastructure or
financial flexibility to support hundreds or thousands of loT nodes on these
traditional network types.
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3 LoRaWAN Solution Overview

3.1 Protocol Fundamentals

LoRaWAN is a wireless protocol engineered specifically for long-range, low-
power communication, making it ideal for loT applications. It operates in
unlicensed industrial, scientific, and medical (ISM) radio bands (915 MHz in the
US and 868 MHz in the EU). Its resilience comes from its use of Chirp Spread
Spectrum (CSS) modulation, which allows signals to be transmitted below the
"noise floor," making them highly resistant to interference.

Key attributes of LoRaWAN include:

. Ultra-Long Range: Capable of achieving connectivity from 2 to 15
kilometers in rural environments and 0.5 to 2 kilometers in dense urban
settings.

. Exceptional Battery Life: End devices can operate for 3 to 10 years on a
single coin-cell or AA battery.

. High Capacity: The star-of-stars network topology allows a single
gateway to support thousands of sensor nodes

3.2 Network Architecture for Smart Buildings
A LoRaWAN network is composed of three primary layers:

o End Devices (Sensors): These are the battery-powered sensors deployed
throughout a building to monitor conditions like temperature, occupancy,
or air quality.

o Gateways: Gateways are strategically installed, often on rooftops or in
central corridors, to capture data packets from sensors. They then forward
this data to a central server using backhaul technologies like Ethernet or
cellular.

o Network Server: This core component manages the entire network. Its
responsibilities include authenticating devices to ensure they are
authorized to join the network (a process known as Over-the-Air Activation
or OTAA), managing data rates to optimize battery life (Adaptive Data
Rate or ADR), and eliminating redundant data packets.

o Application Server (ioX-Connect): Once the Network Server processes
the data, it is sent to the Application Server. Here, the encrypted
information from the sensors is decrypted, decoded into a human-
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readable format, and routed to final applications like building management
system (BMS) dashboards or a computerized maintenance management
system (CMMS). This server enables visualization, analytics, and rule-
based automation.

4 Use Cases & Sensor Deployment

A LoRaWAN infrastructure enables a wide range of applications that drive
efficiency and improve the building environment. Each sensor is securely
provisioned via OTAA within the ioX-Connect platform, where it is tagged by its
location and mapped to specific building assets. This allows facilities teams to
use real-time alerts and dashboards to adjust environmental setpoints,
proactively schedule maintenance, or automatically dispatch work orders
through an integrated ioX-CMMS.

Use Case Sensor Type Benefit

HVAC Optimization Temp & Humidity 10-20% energy savings

Occupancy & Space Motion + 20-30% improved space use

Utilization Temperature

Lighting Control Light Level + Motion 15-25% lighting energy reduction

Indoor Air Quality (IAQ) CO,, PM2.5 Compliance & occupant
wellness

Predictive Maintenance Vibration, Pressure 30% reduction in downtime

o HVAC Optimization: By deploying temperature and humidity sensors in
granular zones, facility managers can move from fixed schedules to
demand-based HVAC control. This ensures energy is used only when and
where it is needed, leading to significant energy savings of 10-20%.

e Occupancy and Space Utilization: Motion and temperature sensors
provide real-time data on how different building areas are used. This
insight allows for optimizing floor plans, adjusting cleaning schedules, and
identifying underutilized space, leading to a 20-30% improvement in
space utilization.

e Automated Lighting Control: Combining ambient light level and motion
sensors allows lighting systems to respond dynamically. Lights can be
dimmed or turned off in unoccupied areas or where sufficient natural light
is present, reducing electricity consumption for lighting by 15-25%.

e Indoor Air Quality (IAQ) Monitoring: Sensors measuring CO, and
particulate matter (PM2.5) help ensure a healthy and productive indoor
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environment. This not only aids in compliance with health and wellness
standards but also boosts occupant well-being.

e Predictive Maintenance: By placing vibration and pressure sensors on
critical equipment like pumps, motors, and HVAC units, maintenance
teams can detect anomalies that indicate a potential failure. This proactive
approach can lead to a 30% reduction in equipment downtime.

5 ROI & TCO Analysis
5.1 Capital Expenditure (CapEx) Comparison

The initial investment for a LoRaWAN network is substantially lower than for
wired or Wi-Fi systems, primarily due to reduced installation complexity and
lower hardware costs per node.

Network Gateway/Controller Sensor Cost Installation Total First-Year

Type Cost (avg) per node Costpernode Cost (100
nodes)

Wired N/A $500 $1,000 $150,000

(BACnet)

Wi-Fi $200 ap $200 $300 $70,000

LoRaWAN | $1,000 per gw $150 $50 $35,000

5.2 5-Year Operational Expenditure (Opex) Savings
LoRaWAN delivers ongoing savings through reduced maintenance and
optimized energy use.

. Battery Replacement: The multi-year battery life of LoORaWAN sensors
eliminates the need for frequent battery swaps, saving approximately $20
per node annually compared to Wi-Fi devices.

. Energy Optimization: For a 200,000 ft facility, automated and data-driven
HVAC control can yield an estimated $10,000 per year in energy savings.

. Maintenance Labor: Predictive maintenance and the reliability of the
LoRaWAN network reduce the need for manual equipment checks and
network troubleshooting, saving an estimated 200 labor hours per year
(approx. $15,000).

Cumulatively, these savings can amount to approximately $120,000 over five
years, with a typical project payback period of under 18 months.
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6 Implementation Best Practices
6.1 Site Survey & Antenna Planning

Before deployment, a thorough Radio Frequency (RF) site survey is critical. Use
a portable gateway to test signal strength in key locations and leverage
modeling software to predict network coverage. This process ensures that
gateways are placed optimally, and that antenna heights and orientations are
selected for maximum reach and reliability.

6.2 Secure Device Provisioning & Key Management
Security is paramount. All devices should be provisioned using Over-the-Air
Activation (OTAA), which provides unique session keys for every connection,
making it far more secure than static Activation by Personalization (ABP).
Encryption keys should be stored in a hardware secure element on the device
and rotated annually to mitigate risks. Adhering to the LoRaWAN Security Best
Practices guide for network hardening is strongly recommended.

6.3 Integration with BMS/CMMS

To unlock the full value of lIoT data, it must be integrated with existing building
systems. Within a platform like ioX-Connect, payload decoders map the raw
sensor data to the appropriate tags in your Building Management System
(BMS). You can then build rule-based automations to trigger work orders in your
Computerized Maintenance Management System (CMMS) or use modern
RESTful APIs or MQTT protocols for seamless, bi-directional data exchange
between platforms.
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7 Case Study Spotlight: Corporate Office

Campus

e Client: A 200,000 ft?2 multi-tenant office complex.

e Challenge: The facility struggled with inconsistent heating and cooling
across different zones, leading to persistent tenant complaints. This
inefficiency also resulted in an 18% energy cost overrun compared to
budget.

e Solution: A LoRaWAN network was deployed, consisting of four
strategically placed gateways, 120 temperature sensors, and 80 motion
sensors to monitor occupancy in real-time. This sensor data was fed into
the ioX-Connect analytics platform, which automated the building's
Variable Air Volume (VAV) controls based on live occupancy and
temperature data.

e Results: The solution yielded remarkable results. The client achieved a
22% annual reduction in HVAC energy costs and saw a 95% decrease
in comfort-related service tickets from tenants. The total return on
investment (ROI) for the project was achieved in just 14 months.

8 Conclusion

The convergence of rising operational costs, stringent sustainability mandates,
and the need for data-driven facility management has created an urgent need
for smarter building technologies. While traditional wired and Wi-Fi systems
have proven to be costly and difficult to scale, LoORaWAN has emerged as a
superior alternative. Its unique combination of long-range connectivity, low
power consumption, and high scalability provides a robust foundation for a
comprehensive smart building loT strategy. By leveraging LoORaWAN,
organizations can move beyond reactive maintenance and estimated energy
usage to a model of predictive, automated, and highly efficient facility
operations, ultimately delivering a measurable return on investment and creating
more comfortable, sustainable, and productive environments.
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9 Next Steps

To learn more about how LoRaWAN can transform your facility management,
we invite you to take the next step.

e Request a LoRaWAN Proof-of-Concept Kit to evaluate the technology in
your own environment.

e Download our LoRaWAN Device Catalog to see the different LoRaWAN
devices we currently have on offer. We’re adding more devices in the next
few months so check back.

e Schedule a Discovery Workshop with our |oT solutions team to discuss
your specific challenges and objectives.

Embrace the future of facility management with a scalable and future-proof
LoRaWAN network, powered by ioX-Connect.
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